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Financial data. Customer records. Patents and 
product formulas. There’s no question that 
your organization has sensitive data that is 
critical and essential to the operations of your 
organization. It is important to protect it from 
various forms of misuse and loss.

Data Loss Prevention (DLP) enables your 
organization to better protect and control critical  
data where is it stored or used, helping address 
regulatory and corporate privacy directives.

Need for Data Protection
A growing understanding of how data is used 
throughout the IT environment, continuous 
pressure from corporate and regulatory compliance  
requirements, customer and employee privacy 
concerns, and the rising cost of data loss 
incidents are driving a heightened awareness 
of the pressing need to secure critical 
information. As your organization leverages 
new IT solutions such as cloud computing and 
virtualization, you have an increasing number 
of “exposure” points – or more places where 
data can be compromised, and a wide range 
of data types that require unique levels of 
protection. AT&T Security Consulting can help 
organizations establish a DLP Program or assist 
with any aspect of a DLP program.  

Determine Information Protection Needs
A foundational element in establishing a DLP 
program is to identify the data within your 
organization that requires protection. For 
example, customer or employee information 
governed by industry regulations (i.e. cardholder  
data, PHI, Personally Identifiable Information 
(PII), etc.) and proprietary Intellectual Property 
(IP) information likely require controls for use 
and protection.

Create and Update Your Information 
Classification and Handling Requirements
Evaluating, updating and maintaining existing 
processes, policies, standards and procedures 
for the management and handling of PII 
through its life cycle against industry best 
practices is a key component of a DLP 
Program. This includes data classification and 
declassification guidelines, secure storage 
and transmission requirements, access 
control policies, disposal requirements and 
handling procedures. AT&T will evaluate 
existing classification and handling 
requirements, identify strengths and provide 
recommendations for areas of improvement.  
AT&T Security Consulting can help establish 
classification and handling requirements where 
none exist.

Identify and Select the DLP  
Technology Solution
There are many tools and technologies in 
the marketplace to meet DLP needs, but it is 
important to recognize that not all solutions 
will work appropriately in a given organization.   
AT&T Security Consulting can work with you 
to perform a vendor “bake-off” of various 
technological solutions to ensure that the 
product(s) chosen will meet your needs. Key 
points that are considered during the vendor 
selection process include: the ability to 
properly integrate and protect the various (a) 
technological solutions in place, (b) evaluation 
of server and network impacts and system 
interoperability, (c) the organization’s ability to 
properly maintain and support the solution, 
and (d) reporting and monitoring of events 
generated by the solution.

Benefits

Data Loss Prevention Benefits

•  Governance and Compliance: 
Internal and External (e.g., 
PCI-DSS, HIPAA, HITECH, State 
Breach Notification Laws)

•  Reduce business risk from 
inadequately protected 
intellectual property and 
confidential information, as 
well as maintain a proactive 
approach to reputation 
management 

Features

•  Review 
Conduct Data Loss Assessment: 
what data users access, where 
critical data is stored, where 
critical data goes. Identify data 
in motion, data at rest, and data 
in use

•  Plan 
Develop DLP strategy, 
business case and high-level 
implementation plan

•  Design 
Assess people, process, technology,  
and metrics relevant to the data 
loss program

•  Implement 
Develop a detailed 
implementation plan and 
supporting programs

•  Operate 
Develop operational models for 
supporting the stated security 
program operations and train 
internal users
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Determine Where Sensitive Data Resides
Once a solution is selected, AT&T Security 
Consulting will assist you in accessing the 
environment to determine where sensitive 
data exists. Data rarely resides only where an 
organization believes it is. In fact, data resides 
in locations not commonly explored, such as 
email servers, customer support workstations, 
system administration workstations, test 
servers and file sharing servers (SharePoint). 
This task will be performed with the technology  
solution selected during the vendor “bake-off.”  
This process includes the following:

Figure 1: Data Discovery 
Scanning Approach

Sustain the DLP Program
AT&T Security Consulting will work with you 
to help ensure that all support personnel 
are appropriately trained in the operations 
and maintenance of your DLP solution. 
We’ll provide a DLP Program Methodology 
document detailing the objectives and 
activities conducted by AT&T Security 
Consulting throughout the validation and 
evaluation processes so that the organization 
can take a programmatic and consistent 
approach in managing the DLP program.

Key Benefits
AT&T Security Consulting provides security 
services for your organization’s infrastructure 
that custom fits your requirements. We combine  
our vendor neutral in-depth knowledge 
of networking technologies, together with 

industry standards, applicable regulatory 
requirements, and business and technology 
requirements, in order to deliver information 
security services to your organization. 

Security Solutions: Expertise from a  
Trusted Provider
AT&T offers a comprehensive portfolio of 
compliance and related security services.  
Our expertise and commitment to open 
standards have established us as a strategic 
and trusted advisor.

By leveraging AT&T, you can expect best-in-
breed solutions, a global network of proven 
technology and a cost-effective program-
based approach to help meet your security 
and compliance needs.

For more information contact your AT&T Representative, visit us at www.att.com/consulting/security,  
email us at mss@att.com, or call 1 877 954-7771.
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Deliverables 

Data Discovery
A summary of indentified sensitive data (e.g., IP, cardholder data, PII) structured and 
unstructured data that will include where possible:

  •  The number of nodes impacted

  •  The number of findings per node by file type

  •  The file name, its size, and last modified date

Analysis Report or Documentation Development
Identify the strengths and areas of improvements for existing processes related to 
management and handling of sensitive data throughout its lifecycle.  Recommendations 
will be provided for improvements, where applicable. 

AT&T Security Consulting will recommend policies, standards, and procedures for 
information classification and handling if required by the organization.

Approach and Methodology Document
A document detailing the objectives and activities conducted by AT&T Security Consulting 
through the validation and evaluation processes so that the organization can continue its 
efforts of deleting or securing sensitive data in the existing repositories and manage the 
DLP Program on an ongoing basis.

Storage Review

Review data storage configuration and identify 
file systems, databases and mail servers to 
be assessed.

Data Discovery Scanning

Configure and execute data discovery 
scanning processes.

Manual Verification

Verification of scan results and elimination of 
false positives.

Analysis and Reporting

Analysis of risks and business impact. Creation of 
findings matrix and deliverables.


